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Abstract—The studies in fault-tolerance in networks mostly
focus on the connectivity of the graph as the metric of fault-
tolerance. If the underlying graph is k-connected, it can tolerate
up to k − 1 failures. In measuring the fault tolerance in terms
of connectivity, no assumption regarding the locations of the
faulty nodes are made - the failed nodes may be close to each
other or far from each other. In other words, the connectivity
metric has no way of capturing the notion of locality of faults.
However in many networks, faults may be highlylocalized. This
is particularly true in military networks, where an enemy bomb
may inflict massive but localized damage to the network. To
capture the notion of locality of faults in a network, a new
metric region-based connectivity (RBC) was introduced in [1].
It was shown that RBC can achieve the same level of fault-
tolerance as the metric connectivity, with much lower networking
resources. The study in [1] was restricted tosingle region fault
model (SRFM), where faults are confined to one region only.
In this paper, we extend the notion of RBC to multiple region
fault model (MRFM), where faults are no longer confined to a
single region. As faults in MRFM are still confined to regions,
albeit multiple of them, it is different from unconstrained fault
model where no constraint on locality of faults is imposed. The
MRFM leads to several new concepts, such asregion-disjoint
paths and region cuts. We show that the classical result, the
maximum number of node-disjoint paths between a pair of
nodes is equal to the minimum number of nodes whose removal
disconnects the pair, is no longer valid when region-disjoint paths
and region cuts are considered. We show that the problems of
finding (i) the maximum number of region-disjoint paths between
a pair of nodes, and (ii) minimum number of regions whose
removal disconnect a pair of nodes, are both NP-complete. We
provide heuristic solution to these two problems and evaluate
their efficacy by comparing the results with optimal solutions. We
also discuss the network design problem with minimum resources
that guarantees a specified value of the RBC in MRFM.

I. I NTRODUCTION

Fault-tolerant design is important for any kind of networks
- wired or wireless, static or mobile. Accordingly, over the
years a multitude of papers have appeared in the literature
detailing different aspects of fault-tolerance in networks [2]–
[7]. Most of the studies on fault-tolerance in networks accept
connectivityof the graph as the metric of fault-tolerance. If the
underlying graph isk-connected, it can tolerate up tok − 1
failures. In measuring fault tolerance in terms of connectivity,
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Fig. 1. A network with multiple fault regions

no assumption regarding the locations of the faulty nodes is
made - the failed nodes may be close to each other or far
from each other. In fact, the metric connectivity has no way
of capturing the notion oflocality of faults. However, in many
networks, faults may be highly localized. This is particularly
true in a military situation, where an enemy bomb can destroy
a large number of nodes (may be deployed sensors, armored
vehicles or dismounted soldiers). An example of localized
failure is shown in Figure 1, where the faults are confined to
the shaded regions. The localized fault scenario is applicable
not only in military situation but also in civilian environment.
A prime example of such localized communication network
failure was encountered on September 11, 2001 when attacks
were launched against the Twin Towers of the World Trade
Center. Although the resulting failure wasmassivein nature,
the faults werelocalized, i.e., confined to New York and
Washington D.C. area only.

To capture the notion of locality in fault-tolerance capability
of a network, a new metricregion-based connectivity(RBC)
was introduced in [1]. Obviously, the notion of RBC is tied
to the notion of aregion. A region may be defined in several
different ways and they are discussed in detail in section III of
the paper. Region based connectivity may be considered under
two fault models - (i) Single Region Fault Model (SRFM)
where faults are confined to one region only and (ii) Multiple
Region Fault Model (MRFM) where faults are confined tok

regions for some specified integerk. The results presented in
[1] are limited to RBC in SFRM only. It was shown in [1] that
the connectivity and the region-based connectivity of a graph
in SRFM can be widely different. Moreover, RBC as a metric
for fault-tolerance can achieve the same level of robustness as
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the metric connectivity with much less networking resources.
In this paper we extend results of the same vein to MRFM. In
case it is known that the faults will be localized to at mostk

regions and each region can have at mostp nodes, we argue
that the focus should be on the design of networks that can
tolerate failure ofk regions rather than failure ofk×p nodes.
Since the number of nodes in each region is unlikely to be
uniformly distributed, many regions will have much fewer than
p nodes. Accordingly, a design to toleratek× p node failures
results in a network that is equipped to handle events that will
never take place.

The contribution of this paper may be listed as follows:
(i) extension of the notion of RBC from SRFM to MRFM,
(ii) introduction of the notion ofregion-disjoint paths(RDP)
and region cuts (RC), (iii) demonstration of invalidity of
the Menger’s theorem with respect to maximum RDP and
minimum RC, (iv) presentation of NP-completeness proof of
the minimum RC problem and the maximum RDP problem,
(v) development of heuristics for minimum RC and maximum
RDP problems, (vi) demonstration of effectiveness of the
heuristics through extensive simulation, (vii) demonstration of
cost effectiveness (in terms of power consumption) of RBC
than the conventional metric in achieving the same level of
fault-tolerance in the network.

II. RELATED WORK

Fault-tolerance and connectivity of communication net-
works formed by the multihop packet radio networks have
been studied by many researchers [2]–[7]. The authors in [3]
were among the early researchers who studied the relationship
between the density of the radio transceivers in the geographic
region, their radius of transmission and the connectivity of
the network formed with these two parameters. Research
along this line was further refined in [6], [7], where the
authors established the conditions for the radio network being
connected (with high probability) for a given transmission
range and distribution density of the transceivers. In [8],
the authors studied the minimum transmit power required to
maintain connectivity of the network when each node can in-
dependently choose a transmission power level. Utilizing some
fundamental results presented by Penrose in [5], Bettstetter [2]
developed an analytical expression for computing the rangeof
the transceivers (on the assumption that they are uniformly
distributed in a plane) so that the resulting network isk-
connected with high probability.

In addition to the efforts of the networking research com-
munity, the issues related to the connectivity of graphs have
been extensively studied by mathematicians with an interest in
graph theory. Many different variations of connectivity have
been studied, e.g.distance connectivity[9], average connectiv-
ity, line connectivity, l-connectivity, supper connectivity, path
connectivity, algebraic connectivity[10], cyclic connectivity
[11] and conditional connectivity[12]. The concept oflocal
connectivity, studied in [13], at a first glance may appear to be
similar to the notion ofregion-based connectivityintroduced in
[1]. However, on closer examination one can find out that the

concepts are totally different. To the best of our knowledge,
neither the networking research community nor the graph the-
ory research community have studied any notion comparable
to the notion ofregion-based connectivityin MRFM being
proposed in this paper.

III. R EGION-BASED CONNECTIVITY

In addition to the topology (graph) of the network, we may
also have alayout of the network. We refer to thelayout of
the network as thenetwork geometry. A regionmay be defined
either with reference to the network topology or with reference
to the network geometry.

• Diameter-based region: A diameter-based region in a
network graphG = (V, E) for a givend is defined as
a maximalinduced subgraph ofG with diameter1 d.

• Radius-based region: A radius-based region in a network
graphG = (V, E) for a givenr is defined as amaximal
induced subgraph ofG containing nodev and itsr-hop
neighborhood. We call nodev as the center of such a
region.

• Geometry-based region: With reference to the network
geometry, a geometry-based region for a givenr is
defined as a collection of nodes and links covered by
a circular area of radiusr in the network layout2.

As discussed earlier, RBC may be considered under two
fault models - (i) Single Region Fault Model (SRFM) where
faults are confined to one region only and (ii) Multiple Region
Fault Model (MRFM) where faults are confined tok regions
for some specified integerk. As results related to SRFM
are available in [1], we focus on the MRFM after a brief
introduction to RBC in SRFM.

A. Region-based Connectivity in Single Region Fault Model

Formally, in SRFM, thesingle-region-based (node) connec-
tivity of graph G with a specified definition of regionR,
sκR(G), is defined as follows: Suppose that{R1, . . . , Rk}
is the set of all possible regions of the graphG. Consider a
k-dimensional vectorT whosei-th entry,T [i], indicates the
number of nodes in regionRi whose failure will disconnect
the graphG. If the graphG remains connected even after the
failure of all nodes of the regionRi, then T [i] is set equal
to∞. Then thesingle-region-based connectivityof a graphG
with regionR is sκR(G) = min1≤i≤k T [i].

B. Region-based Connectivity in Multiple Region Fault Model

In MRFM, the multi-region-based (node3) connectivityof
graphG with a specified definition of regionR, mκR(G), is
defined as minimum number of regions whose removal (i.e.,
removal of all nodes in the regions and edges incident on
them) will disconnect the graph. Analogous to the notion of

1The diameter of a graph is the longest shortest path between any two
graph nodes

2We assume the locations of the nodes are given in a 2-dimensional
Euclidean space.

3The termsnodeandvertexare used interchangeably in this paper.



3

(a) Diameter-based region
definition (Maximal subgraphs of
diameter d = 1): Set of regions
excluding regions containing
the source and destination are
R1={1, 2}, R2={1, 3}, R3={3, 4},
R4={4, 5}, R5={2, 5}. Here,
mκR(G)={R2 , R3}, but |P| = 1

(b) Radius-based region defini-
tion (Maximal subgraphs con-
taining a vertex and itsr=1-
hop neighborhood): Set of re-
gions excluding regions contain-
ing the source and destination
are R1 = {1, 2, 4}, R2 =
{2, 3, 5}, R3 = {1, 3, 6}. Here,
mκR(G)={R1, R2}, but |P| =
1

(c) Geometry-based region definition
(Circular area representing geomet-
ric regions): Set of regions exclud-
ing regions containing the source
and destination areR1 = {1},
R2 = {2}, R3 = {3, 4}. Here,
mκR(G)={R1, R2}, but |P| = 1

Fig. 2. Example graphs in which size of minimum region cutmκR(G) may not be equal to maximum number of region-disjoint pathsP for different
definitions of region

vertex cut4 in graphs, we define aregion cutof a graph as a
set of regions whose removal disconnects the graph. It is to be
noted that the different regions in a graph may overlap with
each other. In particular, a node can be part of multiple regions.
We define theregion set of a nodev denoted byR(v), as the
set of regions that nodev belongs to. Theregion set of a path
P denoted byR(P ) is defined as the union of the region sets of
the nodes ofP . Given two nodess, t in G = (V, E), two paths
P1 andP2 betweens andt are called asregion-disjoint paths
if the union of regions associated with the internal nodes of
P1 and the union of regions associated with the internal nodes
of P2 are disjoint. (internal nodes ofP1 andP2 are the nodes
of P1 andP2 excluding the start nodes and the termination
nodet). In other words,P1 andP2 are region-disjointif sets
R(P1)\{R(s)∪R(t)} andR(P2)\{R(s)∪R(t)} are disjoint.

One classical result of Graph Theory isMenger’s Theorem
(1927) which states that ifu and v are two nodes in a
graph G = (V, E), then the minimum number of nodes
whose removal disconnectsu and v in G is equal to the
maximumnumber of node-disjoint paths betweenu and v

[14]. With the introduction of the notion of region-disjoint
paths, a fundamental research question arises:Does Menger’s
Theorem hold for region-based connectivity?More specifically
the question is:Is the minimum number of regions whose
removal disconnectsu and v in G, equal to themaximum
number ofregion disjoint paths betweenu and v? We show
that the answer to this question is negative through a few
illustrative examples shown in Figure 2.
Claim : For a variety of definitions of a “region”, the minimum
number of regions whose removal disconnects the nodess and
t in G (i.e., the region cut RC betweens andt), is not equal to
the maximum number of region-disjoint paths (RDP) between
s and t. Moreover, the difference between minimum RC and

4A vertex cut of a graphG = (V, E) is a subset of nodes whose removal
disconnectsG.

Fig. 3. A network with RDP and RC equal tom and 2m respectively (c)
An example of a cost effective design using RBC in MRFM

maximum RDP betweens and t can be arbitrarily large.

Proof: Let P denote the largest set of region-disjoint paths
between a node pairs and t in the graph and letmκR(G)
denotes the size of the minimum region cut. It is trivially
true thatmκR(G) ≥ |P| since otherwise, the graph will be
connected even after the removal of all the regions in the
region cut. In the example graphs of Figure 2, the size of
minimum region cut is greater than the maximum number of
region-disjoint paths between nodess and t even with three
different definitions of a region. In Figures 2 (a), (b) and (c),
minimum RC is 2 while maximum RDP is 1 between the
nodess andt with three different definitions of a “region”. The
difference between the minimum RC and maximum RDP in
the Figure 2(b) is 1. However, by repeating the graph structure
of Figure 2(b)m times (as shown in Figure 3), the difference
between minimum RC and maximum RDP can be made as
high asm. Accordingly, the difference between minimum RC
and maximum RDP between a node pairs and t can be
arbitrarily large.
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IV. COMPUTATION OF M INIMUM REGION CUT IN MRFM

In this section, we formally state the Minimum Region
Cut (MRC) Problem in MRFM, prove that the problem is
NP-complete and provide a heuristic for the solution of the
problem.

Given a graphG = (V, E), two verticess, t ∈ V and a set
of regions5 R = {R1, R2, . . . , Rm}, the MRC problem is to
compute the subset of regionsRs ⊆ R of smallest size whose
removal disconnectss and t.

We show the NP-completeness of a restricted version of
MRC problem when the regions are computed using the
radius-based region definition with radius valuer = 1 in the
following section.

A. Complexity Analysis of the MRC Problem

The decision version of the restricted MRC problem is as
follows.
INSTANCE : GraphG = (V, E), verticess, t ∈ V , a set of
regionsR = {R1, R2, . . . , Rm} computed with the radius-
based region definition for radius valuer = 1 and integer
K

QUESTION: Is there a subsetRs ⊆ R whose removal
disconnectss and t such that|Rs| ≤ K?

To prove the NP-completeness of the MRC problem, we
transform Set Cover problem [15] into MRC problem.

Theorem 1:MRC problem is NP-complete.
Proof: Clearly MRC problem is in NP since a nondeter-

ministic algorithm need only guess the subsetRs ⊆ R and
verify in polynomial time whetherRs is a region cut with
|Rs| ≤ K.

Suppose a finite setX = {x1, x2, . . . , xn} of n elements
and a familyF = {S1, S2, . . . , Sm} of m subsets ofX make
up the instance of Set Cover problem. From this instance of
Set Cover, we will construct an instance of MRC problem such
that minimum region cut exists with size≤ K if and only ifF
contains a set cover whose size≤ K. We use local replacement
technique for the NP-completeness proof. Corresponding to
the instance of the Set Cover problem, we will construct a
graphG = (V, E) in which there is a vertexvxi

corresponding
to each element inxi ∈ X and a vertex pairvSj

and v′Sj

corresponding to each subsetSj ∈ F . Additionally, there are
two verticess and t in V . Thus,V = {vx1

, vx2
, . . . , vxn

} ∪
{vS1

, v′S1
, vS2

, v′S2
, . . . , vSm

, v′Sm
} ∪ {s, t}. The edge set in-

cludes the following four types of edges: (i) edges(s, vxi
) and

(t, vxi
), ∀1 ≤ i ≤ n, (ii) edges(vSj

, v′Sj
), ∀1 ≤ j ≤ m, (iii)

edges betweent andv′Sj
, ∀1 ≤ j ≤ m and (iv) for each subset

Sj = {xa, xb, xc, . . .}, graphG will have edges connecting
vertex vSj

and vertices{vxa
, vxb

, vxc
, . . .} corresponding to

the elements ofSj . Consider the set of regions (not containing
s and t) formed with the radius-based region definition with
radius valuer = 1. It can be easily verified that forr = 1,
the regions in the graph constructed above are precisely the

5None of the regions in this set contain the verticess or t, since region cut
for s and t will be meaningless ifs or t itself is removed.

s t

vx1

vx2

vx3

vx4

vx5

vS1

vS2

vS3

vS4

v′
S1

v′
S2

v′
S3

v′
S4

Fig. 4. MRC Graph for the Set Cover instance:X = {x1, x2, x3, x4, x5},
F = {S1, S2, S3, S4} with S1 = {x1, x2, x3}, S2 = {x2, x4},
S3 = {x1, x3, x4}, S4 = {x4, x5}. The set of regions (with radius
definition, r=1) excluding regions containing the source and destination are
R1 = {vS1

, v′
S1

, vx1
, vx2

, vx3
}, R2 = {vS2

, v′
S2

, vx2
, vx4

}, R3 =
{vS3

, v′
S3

, vx1
, vx3

, vx4
}, R4 = {vS4

, v′
S4

, vx4
, vx5

}. Here, minimum
region-cut ={R1, R4} and the optimal set cover ={S1, S4}.

regions with vertexvSj
as the center6 for all 1 ≤ j ≤ m. The

graph formed for an example Set Cover instance is shown in
Figure 4. It is clear that this construction procedure can be
performed in polynomial time.
Claim: The instance of MRC problem has a region cut of size
at mostK if and only if the set cover instance has a cover of
size at mostK.

Suppose that{S1, S2, . . . , Sk} are the subsets fromF
that make up a cover ofX . Consider the set of regions
Rs = {Ri1 , Ri2 , . . . , Rik

}, whereRil
, 1 ≤ l ≤ k is the region

having vertexvSl
as the center. Because of the construction

procedure, removal of set of regions inRs will result in
removal of all the verticesvx1

, vx2
, . . . , vxn

, thereby isolating
vertexs from the rest of the graph. Thus,Rs is a region cut
of the graph.

To prove the converse, suppose thatRs =
{Ri1 , Ri2 , . . . , Rik

} is a region cut of the graph and let
vSl

be the center of regionRil
, ∀1 ≤ l ≤ k. From the

construction procedure, there exists a subsetSj in the set
cover instance corresponding to eachvSj

, ∀1 ≤ j ≤ m. Also,
note that the graph has paths of the forms → vxi

→ t,
∀1 ≤ i ≤ n. The sets {Si1 , Si2 , . . . , Sil

} of subsets
corresponding to the centersvSl

of the regions ofRs form
a set cover, since otherwise there would exist a vertexvxa

through which as→ vxa
→ t path can be found contradicting

the region cutRs.

B. Solution to the MRC Problem

Since computing minimum region cut in a graph is NP-
complete, we resort to efficient heuristics. An input to the
MRC problem is the set of regions computed following the
radius-based, diameter-based or geometry-based region defi-
nitions. We next describe the region enumeration process for
the different definitions of region.

Computation of Regions in a graph
1) Geometry-based Regions:Given the locations ofn nodes

and a specific radiusr in the geometry-based region

61-hop neighborhood around any other vertex will contain thesource or
the destination.
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definition, there may potentially be an infinite number
of regions that can cover part of the network layout. This
is because if one slides the circular region slightly on
the plane, it may be considered as a different region.
However, we do not need to distinguish two regions if
they cover the same set of nodes. In our earlier work [1],
it was shown that the set of regions that contain distinct
subset of nodes is finite in number. These regions can be
found in O(n2) time using the procedure given below.
Interested readers are referred to [1] for correctness proof
of the algorithm.

Algorithm 1 compute geometric regions(P , r)
Input: Locations ofn nodesP = {p1, p2, . . . , pn}, region

radiusr

Output: R = {R1, R2, . . .} representing the geometric re-
gions

1: Draw n circles with each circle centered at pointpi ∈ P

and radiusr.
2: For every pair of circles whose centers are at most2r

distance apart, compute the points of intersection. These
points are referred to asI-points. In case a circle does
not intersect with any other circle, the center of the circle
itself will be an I-point.

3: The circles drawn with centers atI-points and radius
r constitute the different regions. Compute the set of
circles that contain distinct subset of nodes. These are the
required set of regionsR.

4: return R

2) Radius-based Regions:The radius-based regions for a
given graphG = (V, E) and radius valuer can be
computed by considering ther-hop neighborhood around
each node. This can be performed inO(|E|) time [16].

3) Diameter-based Regions:For a given graphG = (V, E)
and a diameter valued, the maximal subgraph ofG
having diameterd corresponds to the notion ofn-club
often used in the context of Social Network analysis [17].
It has been shown in [17] that the number ofn-clubsin a
graph can be exponential. [18] provides an Integer Linear
Program technique to compute then-club of maximum
size which can be extended to enumerate alln-clubs in
a graph. We do not provide these results due to space
considerations.

Heuristic for computing Region Cut
Given a graphG = (V, E), a set of regionsR =
{R1, R2, . . . , Rm} and two verticess, t ∈ V , we propose a
simplebut efficientheuristic to compute the minimum region
cut for s andt. The intuition behind the heuristic is based on
the fact that the set of vertices belonging to a region cut ofs

andt is also vertex cut fors andt. Each vertex in the vertex
cut may belong to multiple regions and a region may contain
one or more vertices of the vertex cut. For each vertex cut, we
can find the set of fewest regions that contains all the vertices
of the vertex cut (using a set cover construction procedure

explained below). The minimum region cut fors andt is then
the smallest among all such sets of region covers. It is to be
noted that it is sufficient to consider only theminimal vertex
cuts, instead of consideringall vertex cuts in the graph. A
minimal vertex cut for verticess, t in a graphG is a vertex
cut Vc of s, t such that no proper subset ofVc is a vertex cut
of s, t in G.

However, there may be an exponential number of minimal
vertex cuts in a graph. Thus, we generate onlyk unique
minimal vertex cuts in the heuristic, wherek is a configurable
parameter of the heuristic. We use the algorithm given in [19]
to generatek unique minimal vertex cuts. The algorithm in
[19] employs a recursive procedure to generate minimal vertex
cuts atO(|V ||E|) computational effort per vertex cut.

The heuristic then constructs a set cover instance, in which
there exists an element for each vertex of the vertex cut and a
subset corresponding to each region in the graph. If a region
Ri contains verticesV ′ of the vertex cutVc, then the subset
corresponding toRi will contain elements corresponding to
verticesV ′. Since optimal set cover is NP-complete, we apply
a well-known greedy set cover approximation algorithm to
solve the set cover instance. The greedy set cover selects in
each iteration, the subsetS that covers the largest number of
remaining elements that are uncovered. This polynomial-time
algorithm provides an approximation ratio ofln |X |, where
|X | is the number of vertices in the vertex cut [20].

Algorithm 2 compute region cut(G, R, s, t, k)
Input: GraphG = (V, E), set of regionsR = {R1, R2, . . .},

verticess and t, heuristic parameterk
Output: region cutRs ⊆ R

1: Initialize Rs = ∅
2: Generatek minimal vertex cutsVc = {V1, V2, . . . , Vk} in

G using the algorithm in [19]
3: for all Vi ∈ Vc with Vi = {vi1 , vi2 , . . . , vin

} do
4: ∀1 ≤ l ≤ n, let Ril

be the set of regions containing
vertexvil

. Let the number of unique regions containing
all the vertices ofVi be m.

5: Construct set cover instance withX =
{xi1 , xi2 , . . . , xin

} and family of subsets
F = {S1, S2, . . . , Sm}. For each vertexvil

∈ Vi,
if vil

∈ Rij
thenxil

∈ Sj.
6: Solve the set cover instance using the greedy set-cover

algorithm. Suppose the solution returned by the set-
cover algorithm is{Si1 , Si2 , . . . , Sip

} and the regions
corresponding to these subsets is{Ri1 , Ri2 , . . . , Rip

}
7: if |Rs| < p then
8: Rs ← {Ri1 , Ri2 , . . . , Rip

}
9: end if

10: end for
11: return Rs

Optimal Solution for computing Region Cut
In the heuristic for the MRC problem, there are two places

for loss of accuracy of the heuristic. The first is because of the
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value ofk chosen. If the value ofk is such that all minimal
vertex cuts of the graph are not being generated, then the
vertex cut corresponding to the best region cut may not be
found. The second place of inaccuracy is the approximate
solution to the set cover for each minimal vertex cut. In order
to compute the optimal solution for the MRC problem, we
setk to be a sufficiently large value so that all minimal vertex
cuts in the graph are generated and solve the set cover instance
optimally using an Integer Linear Program formulation7.

It may be noted that the multi-region-based connectivity
mκR(G) of the graphG can be obtained by invoking region
cut algorithm on all vertex pairs in the graph and taking the
minimum of the region cut values. Accordingly, depending on
whether exactmκR(G) is required or approximatemκR(G)
is sufficient, the optimal or heuristic region cut algorithms can
be applied respectively.

We conducted extensive experiments to evaluate the efficacy
of the heuristic by comparing it with the optimal solution. The
results of the experiments are presented in Section VII.

V. COMPUTATION OF MAXIMUM NUMBER OF

REGION-DISJOINT PATHS IN MFRM

In this section, we formally state the Maximum Number
of Region-Disjoint Paths (MRDP) Problem in MRFM, prove
that the problem is NP-complete and provide a heuristic for
the solution of the problem.

Given a graphG = (V, E), two verticess, t ∈ V and a set
of regionsR = {R1, R2, . . . , Rm}, the MRDP problem is to
compute maximum number of region-disjoint paths between
s andt. We provide the NP-completeness of MRDP problem
in the next section.

A. Complexity Analysis of the MRDP Problem

We show that a restricted version of MRDP problem is NP-
complete.
INSTANCE : GraphG = (V, E), verticess, t ∈ V and a set
of regionsR = {R1, R2, . . . , Rm} computed with diameter
definition of region withd = 1
QUESTION: Are theretwo region-disjoint paths betweens
and t?

Theorem 2:MRDP problem is NP-complete.
Proof: A hole is a set of vertices in a graphG that

induces a chordless cycle inG. Thehole recognitionproblem
is to determine if a hole passing through two vertices in a
graph exists. This problem was proved to be NP-complete in
[21]. In the diameter-based definition of region withd = 1,
two paths will be region-disjoint if and only if they induce a
chordless cycle. Thus, ford = 1, the restricted MRDP problem
is equivalent to thehole recognitionproblem in a graph.

B. Solution to the MRDP Problem

Given the graphG = (V, E), verticess, t ∈ V and set
of regionsR = {R1, R2, . . . , Rm}, the MRDP heuristic
computes many region-disjoint paths betweens and t. The
heuristic works in two phases. In the first phase, it computes

7We do not provide the ILP formulation due to space constraints.

maximum number of node-disjoint paths betweens and t

in the graph using max-flow-min-cut techniques [20]. If the
computed node-disjoint paths are also pairwise region-disjoint
then we are done. If not, the heuristic enters the second phase
in which it finds a large subset of the node-disjoint paths
that is region-disjoint. This is accomplished by constructing
a path intersection graph. SupposePND = {P1, P2, . . . , Pn}
are then node-disjoint paths computed in the first phase. In
the second phase, the heuristic constructs thepath intersection
graphG′ = (V ′, E′), in which a vertexvi ∈ V ′ corresponding
to a pathPi ∈ PND. If two pathsPi, Pj ∈ PND are not
region-disjoint, then we have an edge(vi, vj) ∈ E′. In the
path intersection graphG′, an independent set of vertices
corresponds to a set of region-disjoint paths in graphG and
hence, the heuristic finds a large independent set of vertices
in G′. Since the problem of finding maximum independent
set in a graph is NP-complete [15], the heuristic uses a
greedy approach to find an independent set inG′. The greedy
algorithm in each iteration selects the vertex with the minimum
degree into the independent set and removes the vertex and
its neighbors from the graph. The procedure is repeated until
there are no vertices left in the graph. The heuristic returns
the region-disjoint paths corresponding to the vertices inthe
independent set.

Algorithm 3 compute region disjoint paths(G, R, s, t)
Input: GraphG = (V, E), set of regionsR = {R1, R2, . . .},

verticess and t

Output: setP of region-disjoint paths
1: P ← ∅
2: ComputePND = {P1, P2, . . . , Pn}, the set of node-

disjoint paths betweens and t in G.
3: Constructpath intersection graphG′ = (V ′, E′), where
∀Pi ∈ PND, vi ∈ V ′ and edge(vi, vj) ∈ E′ if paths
Pi, Pj are not region-disjoint.

4: while V ′ 6= ∅ do
5: Find vertexvi ∈ V ′ such thatvi has the smallest degree.
6: P ← P ∪ {Pi}
7: V ′ ← V ′ \ {vi ∪ N(vi)}, whereN(vi) is the set of

neighbors ofvi.
8: end while
9: return P

Optimal Solution for computing Region-Disjoint Paths
In order to obtain the optimal solution to the MRDP

problem, we first enumerate all paths betweens, t. There exists
a number of algorithms to computek shortest paths between
a source-destination node pair in a graph [22] that can be
used for this purpose. Next, the path intersection graph is
constructed on the set of all the paths. We can find optimal
independent set of the path intersection graph using Integer
Linear Program (ILP) formulation8.

8We do not provide the ILP formulation due to space constraints.



7

VI. FAULT-TOLERANT NETWORK DESIGN IN MRFM

In this section, we focus on fault-tolerant design of a
wireless network. The goal of the design is to attain a specified
value of multi-region-based connectivity with the smallest
transmission range possible. The inputs to the problem are the
locations of the nodes in a two-dimensional plane, radiusr of
the circular region, required multi-region-based connectivity
valuemκR(G) and the network design problem is to compute
the minimum transmission range for each node, that will result
in a network with multi-region-based connectivitymκR(G).

The heuristiccompute transmission range finds a small
transmission range for each sensor node that ensures a spec-
ified multi-region-based connectivity. The heuristic usesbi-
nary searchon an ordered range of possible transmission
ranges. For each value of transmission range, it checks if the
graph provides the required multi-region-based connectivity.
The procedure for computing region cut can be used for
this purpose. If the optimal transmission range is sought,
then the optimal technique of computing multi-region-based
connectivity can be applied. The steps of the heuristic are
provided in Algorithm 4.

Algorithm 4 compute transmission range(P , r, L, K)
Input: Locations ofn nodesP = {p1, p2, . . . , pn}, region

radius r, list L of possible transmission ranges sorted
in nondecreasing order and required multi-region-based
connectivityK

Output: Minimum transmission range that ensures multi-
region-based connectivityK

1: low ← 0, high← |L|.
2: while low ≤ high do
3: mid← low+high

2

4: UseL[mid] as the transmission range to derive network
G = (V, E) from sensor layout.

5: if G = (V, E) is connectedthen
6: Find Kr ← multi-region-based connectivity of graph

G using thecompute region cut heuristic.
7: else
8: SetKr ← 0
9: end if

10: if Kr > K then
11: high← mid− 1
12: else
13: low ← mid + 1
14: end if
15: end while
16: return Trmid

VII. E XPERIMENTAL RESULTS AND DISCUSSION

In order to evaluate the effectiveness of the proposed heuris-
tics, we conducted extensive simulations. Since all our exper-
iments were conducted on the network layout, the geometric-
based region definition was applied to compute the different
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Fig. 5. Percentage of cases in which Region Cut heuristic differs from
optimal by valuei for three different random graphs of size20, 30 and40

regions in the graph. The experiments conducted can be
categorized into two types.

Type I experiments were conducted to measure the accu-
racy of the solution produced by the region cut and region-
disjoint paths heuristics. In these experiments, the results
obtained from the heuristic were compared with the optimal
solutions for both region cut and region-disjoint paths. The
optimal solutions were obtained by solving the Integer Linear
Programs using CPLEX Optimizer 10.0. In all these experi-
ments, the location coordinates for then nodes of the graphs
are uniformly generated in a layout of1000× 1000 unit area.
We consider three parameters that influence the comparison
results:(i) the number of nodesn, (ii) the region radiusr
and (iii) the transmission rangeTr of the nodes. A number
of experiments were conducted to measure the effect of these
parameters on the region cut and number of region-disjoint
paths in the graph.

A. Results for the MRC Problem

When computing region cut using the heuristic, the number
of minimal vertex cuts,k was taken to be50. In the first
set of experiments under TypeI, we set r = 100 and
vary the transmission rangeTr of the sensor nodes from
250 to 500 in steps of50. For each transmission range, the
difference between the region cut produced by the heuristic
and the optimal forall source-destination pairsin the graph
is measured. Experiments were performed for graphs having
different number of nodes (20, 30 and 40 nodes). For each
value ofn, 10 random graphs were generated each havingn

nodes. The results were averaged over the 10 graphs. Figure
5 shows the percentage of cases where heuristic cut value
differed from the optimal cut value byi for 0 ≤ i ≤ 4 and
i > 4. It may be observed that in all the three types of graphs,
the heuristic computed the optimal region cut for more than
92% of the source-destination pairs.

The results of experiments showing the effect of the trans-
mission range on region connectivity is shown in Figure 6.
This set of experiments was performed on graph of30 nodes
and region radius100. It may be observed that the region
connectivity increases with the increase in transmission range.
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This is natural since increase in transmission range induces
more edges in the graph, resulting in increased connectivity.
Thus, more regions have to be removed on an average to
disconnect two nodes in the graph. As in the previous case,
the heuristic gives near-optimal results. In the third set of
experiments on region connectivity, we vary the region radius
r from 50 to 110 in steps of20 on a randomly generated graphs
of size30 while keeping the transmission rangeTr constant at
150. The results of the experiment are shown in Figure 7. As
seen in the Figure, the region connectivity decreases with the
increase in region radius. This is because when region radius is
increased, a region may contain more nodes than before and
thus, the region cut may contain lesser number of regions.
Here again, the heuristic gives near-optimal results.

B. Results for the MRDP Problem

In the other part of the TypeI experiments, we evaluated
the efficacy of the region-disjoint paths heuristic. In this
experiment, we measured the average number of cases for
which the heuristic solution differs from the optimal solution.
The results for this set of experiment are given in Figures 9 and
8. Figure 9 shows the percentage of cases where the solution
produced by heuristic differed from the optimal region-disjoint
paths byi for 0 ≤ i ≤ 4 and i > 4. It can be seen that in
more than87% of the cases, the number of region-disjoint
paths produced by the heuristic differed from the optimal by
at most1. Figure 8 shows the variation of number of region-
disjoint paths (averaged over all source-destination pairs) with
the transmission range. It can be seen from the figure that
increase in transmission range increases the number of region-
disjoint paths. This is because the increase in transmission
range induces more edges in the graph and thus more region-
disjoint paths may be available.

C. Results for the Network Design Problem

The TypeII experiments were conducted for the network
design problem. In these experiments, the nodes were ran-
domly distributed in a field of500 × 500 sq-units. In these
experiments, we measure the change of transmission radius
Tr with the region based connectivitymκR for different
varying number of nodes and the region radiusr. The goal
is to compute the minimum transmission range of the nodes
to ensure region-connectivitymκR. It may be noted that
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Fig. 9. Percentage of cases in which region-disjoint path heuristic differs
from optimal by valuei for random graphs of size30

region based connectivityκ
′

(G) can be provided for a graph
G if we design the graph with general node connectivity
κ

′

(G) = mκR(G) × p, wherep is the maximum number of
node that contains in a region of the graphG. We compared
the transmission ranges required to obtain ak region connected
graph by the proposed network design algorithm with the
transmission range needed to get same region connected graph
by the above method. We compare these two sets of results
for region radius varying from50 to 90 at steps of20. The
region connectivitymκR is varied from2 to 10. We conducted
experiments for graphs containing different number of nodes
n, 20, 30 and40. For each value ofn, the average transmission
range was computed over 10 random graphs each containing
n nodes. The results are given Figure 10, 11 and 12. It
is clear that the proposed network design technique results
in smaller transmission range to achieve multi-region fault
tolerancemκR compared with the transmission range required
to designmκR(G) × p fault tolerant network.

Few interesting observations can be made in these cases.
First, for all three types of graph of different node-density
the transmission range increases with the increase in region
radius for the same region connectivity. This result is expected
because with the increase in region radius removal of a region
takes out more node and links, so transmission range needs to
be higher to maintain the same connectivity. Secondly, withthe
increase in node density the retransmission range decreases.
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This can be explained as increasing node density means in-
creasing proximity of the nodes, so low transmission range will
suffice to maintain the desired region connectivity. However
with the increase in connectivity both the methods reach some
high value of transmission range and further increase is not
possible as the network becomes fully connected by then.

VIII. C ONCLUSION

In this paper, we proposed a newmultiple region fault
model to capture the notion ofmassivebut localized faults
in the network. We showed that the notion ofregion-disjoint
paths and region cuts do not necessarily obey Menger’s
theorem with respect to maximum number of region-disjoint
paths and minimum size of region cut. We provided the NP-
completeness results and efficient heuristics for computing
minimum region cut and maximum region-disjoint paths in a
graph. The extensive experiments conducted demonstrate the
efficacy of the heuristics in computing close to optimal results
in very less time. The experimental results also showed cost
effectiveness (in terms of power consumption) of multi-region-
based connectivity than the conventional metric in achieving
the same level of fault-tolerance in the network.
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