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Abstract—The studies in fault-tolerance in networks mostly
focus on the connectivity of the graph as the metric of fault-
tolerance. If the underlying graph is k-connected, it can tolerate
up to k — 1 failures. In measuring the fault tolerance in terms
of connectivity, no assumption regarding the locations of e

faulty nodes are made - the failed nodes may be close to each

other or far from each other. In other words, the connectivity
metric has no way of capturing the notion of locality of faults.
However in many networks, faults may be highlylocalized. This
is particularly true in military networks, where an enemy bomb
may inflict massive but localized damage to the network. To
capture the notion of locality of faults in a network, a new
metric region-based connectivity (RBC) was introduced in [1].
It was shown that RBC can achieve the same level of fault-
tolerance as the metric connectivity, with much lower netweking
resources. The study in [1] was restricted tosingle region fault
model (SRFM), where faults are confined to one region only.
In this paper, we extend the notion of RBC tomultiple region
fault model (MRFM), where faults are no longer confined to a
single region. As faults in MRFM are still confined to regions
albeit multiple of them, it is different from unconstrained fault
model where no constraint on locality of faults is imposed. e
MRFM leads to several new concepts, such asegion-disoint
paths and region cuts. We show that the classical result, the
maximum number of node-disjoint paths between a pair of

Fig. 1. A network with multiple fault regions

no assumption regarding the locations of the faulty nodes is
made - the failed nodes may be close to each other or far
from each other. In fact, the metric connectivity has no way
of capturing the notion olbcality of faults. However, in many
networks, faults may be highly localized. This is particlyla
true in a military situation, where an enemy bomb can destroy
a large number of nodes (may be deployed sensors, armored
vehicles or dismounted soldiers). An example of localized
failure is shown in Figure 1, where the faults are confined to

nodes is equal to the minimum number of nodes whose removal the shaded regions. The localized fault scenario is afpéca

disconnects the pair, is no longer valid when region-disjait paths

not only in military situation but also in civilian envirorent.

and region cuts are considered. We show that the problems of A prime example of such localized communication network

finding (i) the maximum number of region-disjoint paths between
a pair of nodes, and (ii) minimum number of regions whose

failure was encountered on September 11, 2001 when attacks

removal disconnect a pair of nodes, are both NP-complete. We Were launched against the Twin Towers of the World Trade

provide heuristic solution to these two problems and evalue
their efficacy by comparing the results with optimal solutions. We
also discuss the network design problem with minimum resowres
that guarantees a specified value of the RBC in MRFM.

I. INTRODUCTION

Center. Although the resulting failure wasassivein nature,
the faults werelocalized i.e., confined to New York and
Washington D.C. area only.

To capture the notion of locality in fault-tolerance capiapi
of a network, a new metricegion-based connectivitfRBC)
was introduced in [1]. Obviously, the notion of RBC is tied

Fault-tolerant design is important for any kind of networkg, the notion of aregion A region may be defined in several
- wired or wireless static or mobile Accordingly, over the itterent ways and they are discussed in detail in sectibofll
years a multitude of papers have appeared in the literatyf@ paper. Region based connectivity may be considered unde

detailing different aspects of fault-tolerance in netwsofR]—

two fault models - (i) Single Region Fault Model (SRFM)

[7]. Most of the studies on fault-tolerance in networks @tce,yhere faults are confined to one region only and (i) Multiple
connectivityof the graph as the metric of fault-tolerance. If th‘?eegion Fault Model (MRFM) where faults are confinedito

underlying graph ik-connectedit can tolerate up td — 1
failures. In measuring fault tolerance in terms of conmnvégti

This research was supported in part by ARO grant W911NF-0854.
The information reported here does not reflect the positiothe policy of
the federal government.

regions for some specified integler The results presented in
[1] are limited to RBC in SFRM only. It was shown in [1] that
the connectivity and the region-based connectivity of glgra
in SRFM can be widely different. Moreover, RBC as a metric
for fault-tolerance can achieve the same level of robustass



the metric connectivity with much less networking resosrceconcepts are totally different. To the best of our knowledge
In this paper we extend results of the same vein to MRFM. hreither the networking research community nor the graph the
case it is known that the faults will be localized to at mbst ory research community have studied any notion comparable
regions and each region can have at mosodes, we argue to the notion ofregion-based connectivitin MRFM being

that the focus should be on the design of networks that cparoposed in this paper.

tolerate failure ofk regions rather than failure éf x p nodes.

Since the number of nodes in each region is unlikely to be [1l. REGION-BASED CONNECTIVITY

uniformly distributed, many regions will have much feweath |y addition to the topology (graph) of the network, we may
p nodes. Accordingly, a design to tolerate< p node failures zso have dayout of the network. We refer to thiayout of
results in a network that is equipped to handle events that Whe network as thaetwork geometryA regionmay be defined

never take place. _ . either with reference to the network topology or with refere
The contribution of this paper may be listed as followsp the network geometry.

(i) extension of the notion of RBC from SRFM to MRFM,
(ii) introduction of the notion ofregion-disjoint pathgRDP)
and region cuts (RC), (iii) demonstration of invalidity of
the Menger's theorem with respect to maximum RDP and
minimum RC, (iv) presentation of NP-completeness proof of *
the minimum RC problem and the maximum RDP problem,
(v) development of heuristics for minimum RC and maximum
RDP problems, (vi) demonstration of effectiveness of the
heuristics through extensive simulation, (vii) demontstraof

cost effectiveness (in terms of power consumption) of RBC *
than the conventional metric in achieving the same level of
fault-tolerance in the network.

« Diameter-based region: A diameter-based region in a
network graphG = (V, E) for a givend is defined as
a maximalinduced subgraph aff with diametet d.
Radius-based region: A radius-based region in a network
graphG = (V, E) for a givenr is defined as anaximal
induced subgraph off containing nodey and itsr-hop
neighborhood. We call node as the center of such a
region.
Geometry-based region: With reference to the network
geometry, a geometry-based region for a giveris
defined as a collection of nodes and links covered by
a circular area of radius in the network layout

1. RELATED WORK As discussed earlier, RBC may be considered under two

Fault-tolerance and connectivity of communication nefault models - (i) Single Region Fault Model (SRFM) where
works formed by the multihop packet radio networks haJ/gults are confined to one region only and (ii) Multiple Regio
been studied by many researchers [2]-[7]. The authors in F?Ult Model (MRFM) where faults are confined koregions
were among the early researchers who studied the relatjipndQ" SOme specified integek. As results related to SRFM
between the density of the radio transceivers in the gebigap@'® available in [1], we focus on the MRFM after a brief
region, their radius of transmission and the connectivity #ntroduction to RBC in SRFM.
the network formed with these two parameters. Researlg\h
along this line was further refined in [6], [7], where the~
authors established the conditions for the radio netwoikgbe ~ Formally, in SRFM, thesingle-region-based (node) connec-
connected (with high probability) for a given transmissiofivity of graph G with a specified definition of regiorR,
range and distribution density of the transceivers. In [8}+r(G), is defined as follows: Suppose théR;, ..., Ry}
the authors studied the minimum transmit power required i® the set of all possible regions of the gragh Consider a
maintain connectivity of the network when each node can ifi-dimensional vectofl’ whosei-th entry, T'[i], indicates the
dependently choose a transmission power level. Utilizomges number of nodes in regio®; whose failure will disconnect
fundamental results presented by Penrose in [5], Bettsti@f the graphG. If the graphG remains connected even after the
developed an analytical expression for computing the rafigefailure of all nodes of the regiom®;, thenT'i] is set equal
the transceivers (on the assumption that they are uniforni§/oc. Then thesingle-region-based connectiviof a graphG:
distributed in a plane) so that the resulting networkkis With region R is skr(G) = miny<;<x T'[i].
connected with high probability.

In addition to the efforts of the networking research co
munity, the issues related to the connectivity of graphshav In MRFM, the multi-region-based (nod® connectivityof
been extensively studied by mathematicians with an intémes graphG with a specified definition of regio®, mrr(G), is
graph theory. Many different variations of connectivityvba defined as minimum number of regions whose removal (i.e.,
been studied, e.glistance connectivit{9], average connectiv- removal of all nodes in the regions and edges incident on
ity, line connectivity [-connectivity supper connectivitypath them) will disconnect the graph. Analogous to the notion of
connectivity algebraic connectivity{10], cyclic connectivity
[11] and conditional connectivityf12]. The concept ofocal 1TL18 d(ijameter of a graph is the longest shortest path betwegrtveo
C.On.neCtIVItyStUd.led n [1.3]’ ata first glance.may appear FO b%rg\evengs:jme the locations of the nodes are given in a 2-dintaisio
similar to the notion ofegion-based connectivitptroduced in  gyclidean space.

[1]. However, on closer examination one can find out that the3The termsnodeandvertexare used interchangeably in this paper.

Region-based Connectivity in Single Region Fault Model

nP- Region-based Connectivity in Multiple Region Fault Mode



@ Diameter-based region (b) Radius-based region defini- (c) Geometry-based region definition

definition (Maximal subgraphs of tion (Maximal subgraphs con- (Circular area representing geomet-
diameterd = 1): Set of regions taining a vertex and itsr=1- ric regions): Set of regions exclud-
excluding regions  containing hop neighborhood): Set of re- ing regions containing the source
the source and destination are gions excluding regions contain- and destination areR; = {1},
R1={1,2}, Ro={1, 3}, R3={3, 4}, ing the source and destination Ry = {2}, Rz = {3,4}. Here,
R4={4,5}, Rs={2, 5}. Here, are Ry = {1,2,4}, Ry, = mrr(G)={R1, R2}, but|P| =1
mrr(G)={R2, R3}, but|P| =1 {2,3,5}, R3 = {1,3,6}. Here,

mkR(G)={R1, Rz}, but |P| =
1

Fig. 2. Example graphs in which size of minimum region eutr(G) may not be equal to maximum number of region-disjoint pathsor different
definitions of region

vertex cut in graphs, we define eegion cutof a graph as a
set of regions whose removal disconnects the graph. Itigto b
noted that the different regions in a graph may overlap with
each other. In particular, a node can be part of multipleoregi
We define theegion set of a node denoted byR(v), as the
set of regions that node belongs to. Theegion set of a path
P denoted byR(P) is defined as the union of the region sets of
the nodes of. Given two nodes, t in G = (V, E), two paths
P, and P, betweens andt are called asegion-disjoint paths
if the union of regions associated with the internal nodes of
P, and the union of regions associated with the internal nodes
of P, are disjoint. (internal nodes d?; and P, are the nodes Fig. 3. A network with RDP and RC equal ta and 2n respectively (c)
of P, and P, excluding the start node and the termination An example of a cost effective design using RBC in MRFM
nodet). In other words,P, and P, areregion-disjointif sets
R(P)\{R(s)UR(t)} andR(P2)\{R(s)UR(t)} are disjoint.

One classical result of Graph TheoryNenger's Theorem
(1927) which states that ifu and v are two nodes in a maximum RDP betweer and¢ can be arbitrarily large.
graph G = (V,E), then the minimum number of nodes
whose removal disconnects and v in G is equal to the
maximumnumber of node-disjoint paths betweenand v
[14]. With the introduction of the notion of region-disjdin
paths, a fundamental research question ariSess Menger’s
Theorem hold for region-based connectivilyidre specifically
the question isils the minimum number ofregionswhose

Proof: Let P denote the largest set of region-disjoint paths
between a node pai andt in the graph and letnkg(G)
denotes the size of the minimum region cut. It is trivially
true thatmkxpr(G) > |P| since otherwise, the graph will be
connected even after the removal of all the regions in the
region cut. In the example graphs of Figure 2, the size of
minimum region cut is greater than the maximum number of

removal disconnects and v in G, equal to themaximum . L .
number ofregiondisjoint paths between and v? We show r¢g|on-d|310|_nt_ paths betwe(_an nodes_andt even with three
| different definitions of a region. In Figures 2 (a), (b) andl (c

_that th? answer to this que_stlo_n is negative through a fen\qlinimum RC is 2 while maximum RDP is 1 between the
illustrative examples shown in Figure 2.

. . L L . nodess andt with three different definitions of a “region”. The
Claim : For a variety of definitions of a “region”, the minimum . o . .
. . difference between the minimum RC and maximum RDP in
number of regions whose removal disconnects the nedesl

tin G (i.e., the region cut RC betweearandt), is not equal to the I_:lgure 2(b) 'S.l' However, by r_epegtmg the graph strectu
. . e of Figure 2(b)m times (as shown in Figure 3), the difference
the maximum number of region-disjoint paths (RDP) between N .
. L etween minimum RC and maximum RDP can be made as
s andt. Moreover, the difference between minimum RC angd. . . L
igh asm. Accordingly, the difference between minimum RC
4A vertex cut of a graplG' = (V, E) is a subset of nodes whose removaland maximum RDP between a node pairand ¢ can be

disconnects’. arbitrarily large.



IV. COMPUTATION OF MINIMUM REGION CUT IN MRFM

In this section, we formally state the Minimum Region
Cut (MRC) Problem in MRFM, prove that the problem is
NP-complete and provide a heuristic for the solution of the
problem.

Given a graphG = (V, E), two verticess,t € V and a set
of region8 R = {Ry, Ra, ..., R,,}, the MRC problem is to
compute the subset of regio®s, C R of smallest size whose

removal disconnects and. . ) Fig. 4. MRC Graph for the Set Cover instanceé:= {z1, z2, z3, x4, T5},
We show the NP-completeness of a restricted version &f = {S1,52,53,54} with S1 = {z1,22,23}, S2 = {x2,z4},

MRC problem when the regions are computed using tte. = {z1,23,24}, S1 = {z4,25}. The set of regions (with radius

. . N . . . efinition, r=1) excluding regions containing the source and destinatien a
radlus_-based region definition with radius value- 1 in the p, _ {vSy, V., Va1, Vag, Vay o Re = {usy, v, Vay,vas ), R =
following section. {vs5, Vs, Va1, Vag, vas b, Ra = {vs,, v, Vay, vas }. Here, minimum

region-cut ={ R1, R4} and the optimal set cover £51, 54}.

A. Complexity Analysis of the MRC Problem

The decision version of the restricted MRC problem is 48gions with vertexs, as the centérfor all 1 < j < m. The
follows. _ _ graph formed for an example Set Cover instance is shown in
INSTANCE: GraphG = (V, E), verticess,t € V, a set of Figyre 4. It is clear that this construction procedure can be
regionsR = {Rl,_R_Q_, ...y Rm} _computed with the_radlus- performed in polynomial time.
based region definition for radius value= 1 and integer cjaim: The instance of MRC problem has a region cut of size

K at mostK if and only if the set cover instance has a cover of
QUESTION: Is there a subseR, C R whose removal gize at mostk.

disconnects andt such thafR,| < K? Suppose that{$;,S,,...,S:} are the subsets fron¥

To prove the NP-completeness of the MRC problem, Wfat make up a cover of{. Consider the set of regions
transform Set Cover problem [15] into MRC problem. R ={Ri,,Ri,,..., Ri, }, whereR;,, 1 <1 < k is the region

Theorem 1:MRC problem is NP-complete. having vertexvs, as the center. Because of the construction

Proof: Clearly MRC problem is in NP since a nondeterprocedure, removal of set of regions R, will result in

ministic algorithm need only guess the sub%&t C R and removal of all the vertices,, , v,,, ..., v.,, thereby isolating
verify in polynomial time whethefR is a region cut with vertexs from the rest of the graph. Thu®, is a region cut
Rs| < K. of the graph.

Suppose a finite sek’ = {z1,22,...,2,} of n elements  To prove the converse, suppose thak, =

and a familyF = {S1, Sa,...,S,} of m subsets ofX make {R;  R;,,...,R; } is a region cut of the graph and let
up the instance of Set Cover problem. From this instance @f be the center of regioz;,, V1 < | < k. From the
Set Cover, we will construct an instance of MRC problem sudonstruction procedure, there exists a subSetin the set
that minimum region cut exists with size K if and only if 7  cover instance corresponding to eag)), V1 < j < m. Also,
contains a set cover whose sizek'. We use local replacementnote that the graph has paths of the fosm— v,, — t,
technique for the NP-completeness proof. Correspondingito < i < n. The sets{S;,,Si,,...,5;} of subsets
the instance of the Set Cover problem, we will construct @rresponding to the centers, of the regions ofR form
graphG = (V, E) in which there is a vertex,, corresponding a set cover, since otherwise there would exist a vettex

to each element in; € X and a vertex paiws, andvg, — through which as — v,, — ¢ path can be found contradicting
corresponding to each subsgt € 7. Additionally, there are the region cutR,. [ ]

two verticess andt in V. Thus,V = {vg,, Vgy, .., Vs, } U i

{051, U, V85, Vs, -+, V5,5V } U {s,1}. The edge set in- B. Solution to the MRC Problem

cludes the following four types of edges: (i) eddgesv.,) and Since computing minimum region cut in a graph is NP-
(t,vs,), V1 < i < n, (i) edges(vsj,v’sj), V1l < j <m, (i) complete, we resort to efficient heuristics. An input to the
edges betweeﬂandv’sj,w < j < m and (iv) for each subset MRC problem is the set of regions computed following the
S; = {xa, s, xc, ...}, graphG will have edges connecting radius-based, diameter-based or geometry-based regfen de
vertexvg, and vertices{v,,,vs,, vz, ...} corresponding to nitions. We next describe the region enumeration process fo
the elements of;. Consider the set of regions (not containinghe different definitions of region.

s andt) formed with the radius-based region definition withcomputation of Regions in a graph

radius valuer = 1. It can be easily verified that for = 1, 1) Geometry-based RegionGiven the locations of. nodes
the regions in the graph constructed above are precisely the gnd a specific radius in the geometry-based region

5None of the regions in this set contain the vertisasr ¢, since region cut 61-hop neighborhood around any other vertex will contain sbarce or
for s andt will be meaningless i or ¢ itself is removed. the destination.



definition, there may potentially be an infinite numbeexplained below). The minimum region cut ferandt is then

of regions that can cover part of the network layout. Thihe smallest among all such sets of region covers. It is to be
is because if one slides the circular region slightly onoted that it is sufficient to consider only tin@nimal vertex

the plane, it may be considered as a different regioouts, instead of consideringll vertex cuts in the graph. A
However, we do not need to distinguish two regions ihinimal vertex cut for vertices, ¢ in a graphG is a vertex
they cover the same set of nodes. In our earlier work [1dut V.. of s, ¢ such that no proper subset Bf is a vertex cut

it was shown that the set of regions that contain distinof s,¢ in G.

subset of nodes is finite in number. These regions can beHowever, there may be an exponential number of minimal
found in O(n?) time using the procedure given belowvertex cuts in a graph. Thus, we generate ohlynique
Interested readers are referred to [1] for correctnessfpreninimal vertex cuts in the heuristic, whekes a configurable

of the algorithm. parameter of the heuristic. We use the algorithm given ir [19
to generatek unique minimal vertex cuts. The algorithm in
Algorithm 1 compute_geometric_regions(P, r) [19] employs a recursive procedure to generate minimaexert
Input: Locations ofn nodesP = {pi,po,...,pn}, region CUtS atO(|V||E|) computational effort per vertex cut.
radiusr The heuristic then constructs a set cover instance, in which
Output: R = {Ri, R,...} representing the geometric rethere exists an element for each vertex of the vertex cut and a
gions subset corresponding to each region in the graph. If a region
1: Draw n circles with each circle centered at popte P R; contains verticed’’ of the vertex cutV,, then the subset
and radiusr. corresponding taR; will contain elements corresponding to

2: For every pair of circles whose centers are at st VerticesV’. Since optimal set cover is NP-complete, we apply

distance apart, compute the points of intersection. ThedgVell-known greedy set cover approximation algorithm to
points are referred to aspoints In case a circle does Solve the set cover instance. The greedy set cover selects in

not intersect with any other circle, the center of the circlgach iteration, the subsétthat covers the largest number of
itself will be anI-point. remaining elements that are uncovered. This polynonmiad: ti
3: The circles drawn with centers atpoints and radius @lgorithm provides an approximation ratio bf |X|, where
r constitute the different regions. Compute the set o[ is the number of vertices in the vertex cut [20].
circles that contain distinct subset of nodes. These are the
required set of region®&. Algorithm 2 compute_region_cut(G, R, s, t, k)
4: return R Input: GraphG = (V| E), set of regionsR = {Ry, Ra, ...},
verticess andt, heuristic parametelt
2) Radius-based Regionghe radius-based regions for gOutput: region cutR; C R
given graphG = (V,E) and radius valuer can be 1 Initialize R, =0
computed by considering thehop neighborhood around 2: Generaték minimal vertex cutsV. = {Vi, Va,..., Vi } in
each node. This can be performed@|E|) time [16]. G using the algorithm in [19]
3) Diameter-based Region&or a given graptG = (V, E) 3 for all V; € V. with V; = {v;,,v;,,...,v;,} do
and a diameter valug, the maximal subgraph o 4 V1 <1 < n, let R; be the set of regions containing

having diameterd corresponds to the notion af-club vertexv;,. Let the number of unique regions containing
often used in the context of Social Network analysis [17].  all the vertices ofl; be m.

It has been shown in [17] that the numbems€lubsina  5:  Construct set cover instance withX — =
graph can be exponential. [18] provides an Integer Linear ~ {%i,, %y, ..., 25, }  and  family — of  subsets
Program technique to compute theclub of maximum F = {S1,8,...,8n}. For each vertex;, € Vi,

size which can be extended to enumeratenatiubsin if v;, € R;; thenz;, € 5.

a graph. We do not provide these results due to spac& Solve the set cover instance using the greedy set-cover
considerations. algorithm. Suppose the solution returned by the set-

cover algorithm is{S;,, S;,,...,S;,} and the regions
corresponding to these subsetyi8;,, R;,, ..., R;,}
if |Rs| < p then

Heuristic for computing Region Cut
Given a graphG = (V,E), a set of regionsR =
{Bl,RQ,...,Rm} and two verticess,t € V, we propose a R. e {Ri R, R}
simplebut efficientheuristic to compute the minimum region end if 1o »
cut for s and¢. The intuition behind the heuristic is based onlo'_ end for
the fact that the set of vertices belonging to a region cut ofllj return. R
andt is also vertex cut fos andt. Each vertex in the vertex —— 5
cut may belong to multiple regions and a region may contain
one or more vertices of the vertex cut. For each vertex cut, i@ptimal Solution for computing Region Cut
can find the set of fewest regions that contains all the \astic In the heuristic for the MRC problem, there are two places
of the vertex cut (using a set cover construction procedui@ loss of accuracy of the heuristic. The first is becauséef t




value of k chosen. If the value of is such that all minimal maximum number of node-disjoint paths betweerand ¢
vertex cuts of the graph are not being generated, then thethe graph using max-flow-min-cut techniques [20]. If the
vertex cut corresponding to the best region cut may not bemputed node-disjoint paths are also pairwise regiojoidis
found. The second place of inaccuracy is the approximateen we are done. If not, the heuristic enters the secondephas
solution to the set cover for each minimal vertex cut. In ordén which it finds a large subset of the node-disjoint paths
to compute the optimal solution for the MRC problem, we¢hat is region-disjoint. This is accomplished by consingt
setk to be a sufficiently large value so that all minimal vertea path intersection graph. SupposéPyp = { Py, Ps, ..., Py}
cuts in the graph are generated and solve the set coverdestaare then node-disjoint paths computed in the first phase. In
optimally using an Integer Linear Program formulafion the second phase, the heuristic constructp#tth intersection

It may be noted that the multi-region-based connectivigraphG’ = (V’, E’), in which a vertex; € V' corresponding
mkr(G) of the graphG can be obtained by invoking regionto a pathP; € Pyp. If two paths P;, P; € Pyp are not
cut algorithm on all vertex pairs in the graph and taking thegion-disjoint, then we have an edge,v;) € E’. In the
minimum of the region cut values. Accordingly, depending opath intersection graplz/, an independent set of vertices
whether exacinkr(G) is required or approximatewxr(G) corresponds to a set of region-disjoint paths in grépland
is sufficient, the optimal or heuristic region cut algorithoan hence, the heuristic finds a large independent set of vertice
be applied respectively. in G'. Since the problem of finding maximum independent

We conducted extensive experiments to evaluate the efficagt in a graph is NP-complete [15], the heuristic uses a
of the heuristic by comparing it with the optimal solutiorhel greedy approach to find an independent se&inThe greedy
results of the experiments are presented in Section VII.  algorithm in each iteration selects the vertex with the mimin
degree into the independent set and removes the vertex and
its neighbors from the graph. The procedure is repeated unti
there are no vertices left in the graph. The heuristic return

In this section, we formally state the Maximum Numbeghe region-disjoint paths corresponding to the verticethi
of Region-Disjoint Paths (MRDP) Problem in MRFM, provgngependent set.

that the problem is NP-complete and provide a heuristic for

the solution of the problem. . . —
Given a graph = (V, E), two verticess, ¢ € V and a set Algorithm 3 compute_region_disjoint_paths(G, R, s, t)

of regionsR = {R1, Ry, ..., R}, the MRDP problem is to Input: GraphG = (V, E), set of regionsR = { Ry, Ra, .. .},

compute maximum number of region-disjoint paths between Verticess andt

s andt. We provide the NP-completeness of MRDP problef@utput: set? of region-disjoint paths

V. COMPUTATION OF MAXIMUM NUMBER OF
REGION-DISJOINT PATHS IN MFRM

in the next section. P10
) ) 2: Compute Pyp = {P1, P,...,P,}, the set of node-
A. Complexity Analysis of the MRDP Problem disjoint paths betwees andt in G.
We show that a restricted version of MRDP problem is NP-3: Constructpath intersection graplG’ = (V', E’), where
complete. VP, € Pnyp,v; € V' and edge(v;,v;) € E’ if paths

INSTANCE: GraphG = (V, E), verticess,t € V and a set P;, P; are not region-disjoint.

of regionsR = {Ry, R, ..., R, } computed with diameter 4: while V' # 0 do
definition of region withd = 1 5. Find vertexv; € V' such that; has the smallest degree.
QUESTION: Are theretwo region-disjoint paths between 6 P« PU{P}
and¢? 7. V' — V'\ {v; UN(v;)}, where N(v;) is the set of
Theorem 2:MRDP problem is NP-complete. neighbors ofv;.
Proof: A hole is a set of vertices in a grapy that 8: end while

induces a chordless cycle . Thehole recognitiorproblem  o: return P

is to determine if a hole passing through two vertices in a

graph exists. This problem was proved to be NP-complete in

[21]. In the diameter-based definition of region with= 1, Optimal Solution for computing Region-Disjoint Paths

two paths will be region-disjoint if and only if they induce a In order to obtain the optimal solution to the MRDP

chordless cycle. Thus, fat= 1, the restricted MRDP problem problem, we first enumerate all paths betwegeh There exists

is equivalent to thdnole recognitionproblem in a graph. B a number of algorithms to compukeshortest paths between

B. Solution to the MRDP Problem a source-dgstination node pair in a gre_lph [22]_that can pe

used for this purpose. Next, the path intersection graph is

Given the graphG = (V, E), verticess,t € V and set constructed on the set of all the paths. We can find optimal

of regionsR = {Ri,R»,..., Ry}, the MRDP heuristic jndependent set of the path intersection graph using Intege
computes many region-disjoint paths betweeand ¢. The Ljnear Program (ILP) formulatich

heuristic works in two phases. In the first phase, it computes

"We do not provide the ILP formulation due to space conssaint 8We do not provide the ILP formulation due to space conssaint
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VI. FAULT-TOLERANT NETWORK DESIGN INMRFM

o 98.75 922 94.02[TDiffer by 0
. . . 53 % : W Differ by 1
In this section, we focus on fault-tolerant design of g5 .| CIDiffer by 2
wireless network. The goal of the design is to attain a speetifi z % oL Wpiffer by 3
value of multi-region-based connectivity with the smdlles < | gg!gef Ey44
. . . . [72] >
transmission range possible. The inputs to the problemhare 85 .| Ty 2 S
locations of the nodes in a two-dimensional plane, radio§ S 2 4 Graph Graph G,ftiph
. . . . . .. i Wi
the circular region, required multi-region-based connéygt  FE with ‘é"gh 0
valuemrr(G) and the network design problem is to comput ég 20k ﬁ%des Nodes Nodes
the minimum transmission range for each node, that willltest ¢ 8100 | | s 6.7 0.58 5.02 0.08
in a network with multi-region-based connectivitys z (G). ol i="0000 Mo:_ oo 045 0.23 0.2
01 234> 01234> 01234 >4

The heuristiccompute_transmission_range finds a small
transmission range for each sensor node that ensures a sEec- , _ _ S
ified multi-region-based connectivity. The heuristic uggs 9 5 Percentage of cases in which Region Cut heuristierditfrom

. .~ . optimal by value: for three different random graphs of si26, 30 and 40
nary searchon an ordered range of possible transmission
ranges. For each value of transmission range, it check®if th
graph provides the required multi-region-based connigtiv regions in the graph. The experiments conducted can be
The procedure for computing region cut can be used feétegorized into two types.
this purpose. If the optimal transmission range is sought,fype | experiments were conducted to measure the accu-
then the optimal technique of computing multi-region-lihsg 4y of the solution produced by the region cut and region-
connectivity can be applied. The steps of the heuristic &gjoint paths heuristics. In these experiments, the tesul

provided in Algorithm 4. obtained from the heuristic were compared with the optimal
_ _ solutions for both region cut and region-disjoint pathseTh
Algorithm 4 compute_transmission_range(P, r, L, K) optimal solutions were obtained by solving the Integer hine

Input: Locations ofn nodesP = {pi,po,...,pn}, region Programs using CPLEX Optimizer 10.0. In all these experi-
radius r, list L of possible transmission ranges sortethents, the location coordinates for thenodes of the graphs
in nondecreasing order and required multi-region-basatke uniformly generated in a layout 900 x 1000 unit area.

connectivity K We consider three parameters that influence the comparison
Output: Minimum transmission range that ensures multresults: () the number of nodes, (ii) the region radius:
region-based connectivitiX and (ii7) the transmission rang€,. of the nodes. A number
1: low < 0, high < |L|. of experiments were conducted to measure the effect of these
2: while low < high do parameters on the region cut and number of region-disjoint
3 mid « lewthieh paths in the graph.

4:  UseL[mid] as the transmission range to derive network
G = (V, E) from sensor layout. A. Results for the MRC Problem

5. if G=(V,E) is connectedhen When computing region cut using the heuristic, the number
6: Find K, < multi-region-based connectivity of graphof minimal vertex cuts,k was taken to be0. In the first

G using thecompute_region_cut heuristic. set of experiments under Typke, we setr = 100 and
7. else vary the transmission rangé&,. of the sensor nodes from
8: SetK, «— 0 250 to 500 in steps of50. For each transmission range, the
9: endif difference between the region cut produced by the heuristic
10: if K, > K then and the optimal forll source-destination pairén the graph
11: high «— mid — 1 is measured. Experiments were performed for graphs having
12: else different number of nodes2(, 30 and 40 nodes). For each
13: low «— mid +1 value ofn, 10 random graphs were generated each haxing
14:  end if nodes. The results were averaged over the 10 graphs. Figure
15: end while 5 shows the percentage of cases where heuristic cut value
16: return  Tr,.q differed from the optimal cut value by for 0 < i < 4 and

i > 4. It may be observed that in all the three types of graphs,
the heuristic computed the optimal region cut for more than
92% of the source-destination pairs.

The results of experiments showing the effect of the trans-

In order to evaluate the effectiveness of the proposed sieumission range on region connectivity is shown in Figure 6.
tics, we conducted extensive simulations. Since all oueexp This set of experiments was performed on grapi3®hodes
iments were conducted on the network layout, the geometrand region radiusl00. It may be observed that the region
based region definition was applied to compute the differecbnnectivity increases with the increase in transmissimye.

VIl. EXPERIMENTAL RESULTS ANDDISCUSSION
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This is natural since increase in transmission range irgluc
more edges in the graph, resulting in increased connectivi
Thus, more regions have to be removed on an average
disconnect two nodes in the graph. As in the previous ca:
the heuristic gives near-optimal results. In the third skt
experiments on region connectivity, we vary the regionuadi
r from 50 to 110 in steps o220 on a randomly generated graph:
of size30 while keeping the transmission ran@e constant at
150. The results of the experiment are shown in Figure 7. /
seen in the Figure, the region connectivity decreases Wwéh | ’—‘

increase in region radius. This is because when regionsasliu 0 1 2 3 33
increased, a region may contain more nodes than before Heuristic differs from optimal by
thus, the region cut may contain lesser number of reglons

_ Fig. 9. Percentage of cases in which region-disjoint pailrikgéc differs
Here again, the heuristic gives near-optimal results. from optimal by valuei for random graphs of Siz0
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B. Results for the MRDP Problem

In the other part of the Typke experiments, we evaluated
the efficacy of the region-disjoint paths heuristic. In thi€gion based connectivity (G) can be provided for a graph
experiment, we measured the average number of casesGoif we design the graph with general node connectivity
which the heuristic solution differs from the optimal satut % (G) = mrr(G) x p, wherep is the maximum number of
The results for this set of experiment are given in Figures® anode that contains in a region of the graph We compared
8. Figure 9 shows the percentage of cases where the solutidtransmission ranges required to obtaknragion connected
produced by heuristic differed from the optimal regionjaiist  9raph by the proposed network design algorithm with the
paths byi for 0 < i < 4 andi > 4. It can be seen that in transmission range needed to get same region connectdd grap
more than87% of the cases, the number of region-disjoiny the above method. We compare these two sets of results
paths produced by the heuristic differed from the optimal H@r region radius varying fron%0 to 90 at steps of20. The
at most1. Figure 8 shows the variation of number of regiont€gion connectivityn« r is varied from2 to 10. We conducted
disjoint paths (averaged over all source-destinatiorspaiith ~€xperiments for graphs containing different number of 1sode
the transmission range. It can be seen from the figure that20, 30 and40. For each value of, the average transmission
increase in transmission range increases the number airregifange was computed over 10 random graphs each containing
disjoint paths. This is because the increase in transmissid nodes. The results are given Figure 10, 11 and 12. It
range induces more edges in the graph and thus more regiénclear that the proposed network design technique results

disjoint paths may be available. in smaller transmission range to achieve multi-region tfaul
tolerancenxg compared with the transmission range required
C. Results for the Network Design Problem to designmxr(G) x p fault tolerant network.

The Typel | experiments were conducted for the network Few interesting observations can be made in these cases.
design problem. In these experiments, the nodes were ré&irst, for all three types of graph of different node-depsit
domly distributed in a field ob00 x 500 sqg-units. In these the transmission range increases with the increase inmegio
experiments, we measure the change of transmission radiadius for the same region connectivity. This result is exgd
T, with the region based connectivitynky for different because with the increase in region radius removal of a megio
varying number of nodes and the region radiusThe goal takes out more node and links, so transmission range needs to
is to compute the minimum transmission range of the nodke higher to maintain the same connectivity. Secondly, thi¢h
to ensure region-connectivitynkg. It may be noted that increase in node density the retransmission range destease
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: . . . . [9]
This can be explained as increasing node density means in-

creasing proximity of the nodes, so low transmission ranifje w
suffice to maintain the desired region connectivity. Howev&%
with the increase in connectivity both the methods reachesomy
high value of transmission range and further increase is not
possible as the network becomes fully connected by then. !

[13]
VIII. CONCLUSION
[14]
In this paper, we proposed a nemultiple region fault [15]
modelto capture the notion ofmassivebut localized faults [16]
in the network. We showed that the notion refjion-disjoint
. . 171
paths and region cutsdo not necessarily obey Mengers[
theorem with respect to maximum number of region-disjoinis]
paths and minimum size of region cut. We provided the NP-
completeness results and efficient heuristics for comgutiﬁ9
minimum region cut and maximum region-disjoint paths in a
graph. The extensive experiments conducted demonstrate [#]
efficacy of the heuristics in computing close to optimal Hessu (21
in very less time. The experimental results also showed cost
effectiveness (in terms of power consumption) of multiiveg  [22]
based connectivity than the conventional metric in achigvi
the same level of fault-tolerance in the network.

and region radiug = 50, 70 and 90

REFERENCES

A. Sen, B. Shen, L. Zhou, and B. Hao, “Fault-tolerance @nsor
networks: A new evaluation metric,” INFOCOM, 2006.

C. Bettstetter and C. Hartmann, “Connectivity of wirgde multihop
networks in a shadow fading environment,” MiSWiM 2003.

Y.-C. Cheng and T. Robertazzi, “Critical connectivijthgnomena in
multihop radio models,IEEE Trans. on Communication4989.

P. Gupta and P. Kumar, “Critical power for asymptotic nentivity
in wireless networks,"Stochastic Analysis, Control, Optimization and
Applications 1998.

M. D. Penrose, “On k-connectivity for a geometric randaraph,”
Wiley, vol. 15, no. 2, pp. 145-164, 1999.

T. J. Philips, S. S. Panwar, and A. N. Tantawi, “Connéttiproperties
of packet radio network model,TEEE Transactions on Information
Theory vol. 35, no. 5, pp. 1044-1047, Sept. 1989.

P. Pirlet, “On the connectivity of radio networks/[EEE Trans. on
Information Theoryvol. 37, no. 5, pp. 1490-1492, Sep. 1991.

B. Rangarajan, J. K. Chen, S. Shakkottai, and T. S. RappafCon-
nectivity of sensor networks with power control,” Tthe Thirty-Seventh
Asilomar Conference on Signals, Systems and Computets2, Nov.
2003, pp. 1691-1693.

M. C. Balbuena, A. Carmona, and M. A. Fiol, “Distance Centivity
in Graphs and DigraphsJournal of Graph Theoryvol. 22, no. 4, pp.
281-292, 1998.

F. Juhasz, “The asymptotic behaviour of fiedler's atgé&bconnectivity
for random graphs,Discrete Math, vol. 96, no. 1, pp. 59-63, 1991.
B. Peroche, “On several sorts of connectivitidiscrete Math. vol. 46,
pp. 267-277, 1983.

] M. Wang and Q. Li, “Conditinal edge connectivity propes reliability

comparisons and transitivity of graphdiscrete Math, vol. 258, pp.
205-214, 2002.

D. W. Vanderjagt, “Graphs with prescribed local cornéty, discrete
mathematics,” vol. 10, pp. 391-395, 1974.

R. Diestel,Graph Theory Springer, 2003.

M. Garey and D. JohnsoGomputers and Intractability: A Guide to the
Theory of NP-CompletenessFreeman Press, 1979.

T. H. Cormen, C. E. Leiserson, R. Rivest, and C. Staitrpduction to
Algorithms second edition ed. McGraw Hill, 2001.

S. Wasserman and K. Fausocial Network Analysis: Methods and
Applications Cambridge University Press, 1994.

B. Balasundaram, S. Butenko, and S. Trukhanov, “Nopglreaches for
analyzing biological networksJournal of Combinatorial Optimizatign
2005.

] C. Patvardhan, V. Prasad, and V. P. Pyara, “Vertex taiseundirected

graphs,”IEEE Transactions on Reliability1995.
T. Cormen, C. Leiserson, R. Rivest, and C. Stdimroduction to
Algorithms  Prentice Hall, 2004.

] D. Bienstock, “On the complexity of testing for odd hseland induced

odd paths,’Discrete Mathematigs1991.
D. Eppstein, “Finding thé: shortest paths,” Tech. Rep., 1994. [Online].
Available: http://www.ics.uci.edu/eppstein/pubs/Epp-TR-94-26.pdf



